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Stage 1: A transmits generated quantum bits, 
from which shared key is to be constructed, to 
B via quantum channel ! 
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Stage 2: quantum channel checked to 
detcrroinc whether sufficiently secure 
against eavesdropping by C 
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Stage 3: Transmit further information 
using the radio channel to establish shared 
cryptographic key with B 



Use key at A io encrypt message and 
transmit encrypted message to B 
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Use key at B to decrypt encrypted 
message received from A 
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A generates a sequence of qubits, 
chosen from a uniform distribution 
of all pure states in Hilben space 
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A associates a binary value to 
each qubit in the sequence 
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A stores the determined 
states and respective binary 
values of the qubits at A 
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A sends the random sequence of qubits 
sequentially to B via a quantum channel 
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B receives tr ansmitt ed qubits and 
measures to determine the states of the 
qubits according to B's o^wn randomly 
selected bases in Hilbert space 
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B stores the locally determined 
states of the qubits atB 
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A selects a random subset of 
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qubits transmitted to B 
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A transmits over public channel (radio) the identities of the 
qubits in tbe selected subset and their respective states. 



44 



-152 



B reads message from A 
transmitted over public channel 
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B calculates statistical distribution of states from 
his measurement results of A 7 s selected qubits 
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B calculates statistical distribution of states for the selected 
subset of qubits received from A over the public channel. 
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Security of quantum 
channel is acceptable and so 
can Use transmitted qubits to 
determine shared secret key 
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channel is not acceptable 
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A determines a new set of qubits from the qubits transmitted to 
B in Stage 1 but which are not part of the subset of qubits about 
which information was sent in Stage 2. 



A determines a string of digits describing the basis for each qubit in 
the new set, ensuring that basis is chosen randomly, independently, 
so that the qubit is equiprobably the first or second basis vector. 
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A deterroines a random binary string describing the 
states of the qubits that are in the new set 
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A transmits the strings of digits representing the 
bases for the qubits of the new set to B 



B carries out statistical analysis of the bases 
information which gives him information 
about A's random binary string. 



B uses this information to dctenxrine its own 
random binary string which is correlated with A's 
random binary string. 



A andB use standard cryptographic techniques to derive 
a shortened shared random string from each of the 

random binary strings created by A and B which is used 
as the shared key for subsequent communications. 
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